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JlononnutensHas  npodeccuonHanbHas  oOpasoBaresibHas — [porpamMma  TOBBIIEHUS
kBaupukann «TexHomorun 3amuTbl MHGOPMAIHH OrPAHHYEHHOTO /I0CTYNA B
KOMIILIOTEPHBLIX ceTsIX» (1anee — [Iporpamma) paspaboTana aBTOPCKMM KOJITIEKTHBOM
HOVY JIITO «l1I1P» B cootBetcTBUM ¢ DeaepaibHbIM 3akoHOM Poccuiickoit ®enepannn
ot 29.12.2012 r. Ne 273-®3 "O0 oOpazosanuu B Poccuiickoit @enepaunn’; Ilpukazom
MunoOpaayku PO Ne 499 ot 1 utonst 2013 r. «O0 yTBepiKAeHUH NOPsi/IKa OPraHU3allud 1
OCYILECTBJIEHHUS o0OpazoBarenbHOI JIeSTeIbHOCTH 1o JIOTIOJIHUTEIbHBIM
npodeccHoOHANBLHBIM — TIporpamMmam». [Ipu  pa3paboTke  comepikaHHs — HACTOSAIICH
JIONIONIHUTENIBHOM  mpodeccoHanbHOi  oOpaszoBaTtenbHOH  Ilporpammel  yuTeHbI
TpeboBaHus  oOecredeHUs: [PEEeMCTBEHHOCTH [0 OTHOLIGHHIO K  deepalibHbIM
roCy/JIapcTBEHHBIM 00pa3zoBaTe/bHBIM CTaHapTaM Boicinero odopaszosanus (GI'OC BIIO)
1o HarpasieHuto noarotoBku "Mudopmannonnas 0e3onacHOCTh". a TakkKe UMEIOIIHECS
Ha MomeHT (opmupoBanus [IporpamMmel TpedoBanus NpodeccHOHATBHBIX CTAHIAPTOB H
(unu)  kBaM(UKAUMOHHBIE  TpeOOBaHWA.  yKaszaHHble B KBaJIM(HUKAIIMOHHBIX
CIpaBOYHHMKAX, YTBEPK/JIAeMbIX B TMOpsJKe, YcTaHaBiIMBaeMoMm [IpaBUTENbCTBOM
Poccuiickoii  ®espepaniii, 10  COOTBETCTBYHOIIHM  JOUKHOCTSAM,  mpodeccHsam,
crenuanbHocTAM (B cooTBeTCTBHH ¢ OOmIepocCHHCKMM  KIacCH(PUKATOPOM
CHEeLHAIBHOCTENR ).
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HonoanuteneHas npodeccHoHalbHaa obpasoBaTefbHas NpOrpaMma  MOBBILIEHHA
kpaaupukanun «TexHoA0THIH 3aMHTBI HHPOPMAUHH OrPAHHYEHHOTO J0CTYNAa B
KOMNBKTEPHBIX ceTax» (namee — [Iporpamma) paspadoTaHa aBTOPCKUM KOJUICKTUBOM
HOYVY HIIO «UI1P» B cooTBercTBHN ¢ DeAcpanbHEIM 3aKoHOM Poccuiickoit Pemepannn
or 29.12.2012 r. Ne 273-D3 "0O06 obpazosanun B Poccwiickoii ®Penepaunn”; Tlpukazom
MunoOpuayku PD Ne 499 or 1 mons 2013 1. «O0 yrBepxaeHnn nopaaka Opranu3aumm U
OCYIECTBIEHUS o0pa3oBaTensHOMN AeATebHOCTH no AOMOJHUTENbHBIM
npodeccuoHanbHbIM - niporpamMMan»,  [Ipn  paspa0oTke  coaep:kaHus  HacToseil
INOTIONMHUTENBHOH — mpodpeccuoHanbHON — oOpasopaTentHOH — [IporpaMMEl  yUT@HBI
TpeOoBaHHA O0CCIEUECHNS TIPECMCTBCHHOCTH I10 OTHOLICHHK K  (heAepaIbHBIM
rocynapcrsenibiM 0bpazoBaTenbHbLIM cTanaapram seicwero obpaszosanus (PIOC BITO)
no Hanpasiennio noarorosky "Mudopmaunonnas 0e30nacHoCTs”, a TakKe HMEIWHecs
Ha MOMeHT (popmuposanus [Iporpamms! TpeboBaHHA NpodecCHOHANBHBIX CTAHAAPTOB U
(unu)  KBanu(MKaMOHHBIE  TpeDOBaHMA,  yKazaHHble B KBANM(MKAIMOHHBIX
CIOpAaBOUHHUKAX, VTBEPKAAaeMbIX B IOpsIOKe, ycTaHaeausacMoM llpaBurenbcTBom
Poccuiickoit  ®enepaliiii, IO  COOTBETCTBYIOIUMM  JOJDKHOCTAM,  NPOECCHSM,
cneunansuoctam (8 coorserctsun ¢ OOwepoccuiickum  knaccurkaTopom
CleLUanbHOCTEN ).
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1. OBHIASI XAPAKTEPUCTUKA TPOI'PAMMBbI
1.1, Menn MporpaMmel

[Tporpamma npeHA3HAYEHA UTA TTOBBIMECHUS KBATTM(QUKALH:
¢ pPYKOBOTHTEACH TIpeMpUATHI W OpraHM3amii  pasMuHbiX  Qopm

CODCTBEHHOCTH,

® PYKOBOMHTCNCH, HAYaNbHHKOB OTICIOB W CTICTIHATTHCTOB  CITYKO
Oe30nacHOCTH (MHPOPMAUHOHHOH De30NacHOCTH),

* PYKOBOAHTENEH u COTPYAHHKOB OTAENOB ABTOMATH3ALIHM,

BbIMUC/IUTE/IbHBIX UEHTPOB, HH(POPMALIMOHHO-TEXHHYECKUX OTAC/I0B,

® PYKOBOIMTEIEH W COTPYIHHKOB CHELMAINW3HPOBAHHBIX NOAPA3ACICHUN 110
3amKTe KOH(UACHIHANLHOU HHDOPMALHY,

® ayAUTOPOB, CHELMANMCTOB W  AAMHHHUCTPATOPOB  HH(POPMALKMOHHOH
0e30MmacHOCTH.

Lenbto peanusaunu [lporpammel ABNAETCA COBEPLUEHCTBOBAHHE
npodecCHOHANBHBIX KOMIETEHIMH, [OBBIICHHE NPO¢eCcCHOHANIBHOIO YPOBHA
00yUYaIOMKUXCAd B paMKax HMMCIOMEHed KBamM(PHUKAIMH B YCIOBHAX HM3MCHCHUS
nenaeH,  comepikaHudA,  TEXHOJOTHH, HOPMATHBHO-TIPABOBOTO  OOCCTICUCHMA
npopecCHOHANBHON AeATEeNbHOCTH B chepe HHPOPMALHOHHON 0e30MacHOCTH.

B Tlporpamme 3HAYMTENBEHOC BHHMAHHE VACICHO BOMPOCAM H3YUCHHA TIOCIICTHHX
M3MEHCHHMH B 0o0macTH 3amuThl WHQOpPMAMH W OCHOBHEIX HaTIpaBJICHHH
obecneueHuss MH(MOPMALMOHHONW ©Oe30nmacHOCTH Ha npeanpuatHd. B npouecce
00y4YEHHs PACCMATPUBAKTCA TEXHUYECKHE ACIIEKThI 3ALUMTHI KOH()UIEHLHUAIBHOU
undopManuy, oOpadaThBACMOH B KOMIIBIOTEPHBIX  CETAX  NPCANPUATHA.
CopiepikaHue TIPOTPAMMEI COCTABIIACT M3YUCHHE CPEIACTE H CHCTEM MEKCETCBOTO
IKPAHHPOBAHHS, OPraHU3aUHH BUPTYANbHbIX YaCTHBIX CeTeH, KpunTorpadmueckoi
3amuThl  MHGOpPMaLHMY, OOHApPYKEHUS W ONPEAOTBPALLCHHA  BTOPKEHHI
B KOMIIBIOTCPHYK CCTbh, 3alIWTbl OT BUPYCOB, 3allKMThl OT HCCAHKUHMOHHPOBAHHOIO
JTOCTYTA, aHaTM3a 3aNIHINCHHOCTH KOMITBIOTCPHOH CETH TIPSTTPUATHA H KOHTPOJA
MoNUTHK OezonacHOCTH. Kakaas W3 COOTBETCTBYKLUMX TEXHOMOMMHA 3aLUMTHI
noaApOOHO H3YHAETCs KaK B TEOPETHUECKOM, TdK H B IIPAKTHUECKOM ACTIEKTAX

YuecOHBIN TIaH TTPOTPAMMBI COCTOMT M3 JBYX 0043aTCNBHBIX pa3fcnoB (MOYICH),
OCBAHBAEMbIX HEMPEPBLIBHO:

Monyab Nel «TexHosoruu 3a1UTBEI THPOPMAITHH B KOMTNBLIOTEPHBIX CETAX»}
Moayae Ne2 «Ayaut uHpopmMauvoHHOH 0€30MacHOCTH W TECTHPOBaHHe
3ALUHILEHHOCTH CETH NPeANpHATHS» (NPaKTHUYeCKUIT TPeHHUHT).

Cogep:kanne Moayna  No2  cocTtaBaseT UMKIT — TPakKTHUECKHX — 3aHATHH,
O00bEAMHEHHbIX OOLIMM CLEHAPHEM. 3aHATHUA IPOBOAATCA B (POPME IPAKTUYECKOTO
TPCHWHTA, HATPABACHHOTO HA TCCTHPOBAHMC 3AIMUIICHHOCTH KOMITBIOTCPHOM
CCTH TIPCANMPHATHA OT HAHOONCC BEPOATHBIX BHYTPCHIHMX ¥ BHCUIHUX YTPO3



UH(POPMALMOHHOH ©OE30MacHOCTH M ayaAuT COOTBETCTBHS TEKYLUETO YPOBHA
3aLIHIIEHHOCTH TPeOOBAHUAM MOJUTHKH DE30MacHOCTH

Yuebnaa Ilporpamma «TexHonoruu 3amurbl MH(POPMALUM OIPAHHYEHHOI'O
AOCTYNA B KOMMNBHTEPHBIX CeTAX» PCKOMCHIOBAHA B KAYCCTBE BApHATHBHOTO
paszena  (Moayns)  MpoOrpamMbl nNpopecCHOHANBHOH  NEepenoaAroTOBKH
«KommiexkcHoe oGecnedeHHe 6e30MaCHOCTH NPEANPHSITHSD) CO CHELHATU3ALUEN
«Opranuszauys 3aluThl UHPOPMAIMH HA [IPEIIIPUATHL.

Cneuugurka [lporpammbl 3aKmo4aeTcs B €€ MParMaTHUYecKoH HanpaBleHHOCTH.
[Tporpamma noeblieHUs KBANHPHKALUMY NPH3BaHa THKBUIUPOBAThL Pa3pbiB MEKAY
’Ipeﬁyel\'lblMH aKTyaﬂbelMH n CYLIJ,GCTBYJ:OLU,H_MH KOMIIETCHIHUAMH CJIYLUaTeJIefl,
KOTOPBIH  He¢ MOKET OBITH TIPCOMONCH CPCACTBAMH  ¢aMooOpa3oBanus W
CaMoOMOATOTOBKH Ha pabouem Mecte. DToT (akT ompedenseT TpeDOBaHHA K
KOHEYHbIM  pe3ynbTatam  oOyueHus mno  [lporpamme:  (opmupoBaHHe
npopeCCUOHAIBHBIX KOMNETCHUMH pPadOTHUKA, [O3BO/IAIOLUME €MY BBLIOJIHATD
CBOM TpY/AOBEIE (YHKIIMM B paMKaX aKTYalbHBIX TpeOOBAHMH K €TO
MPOeCCHOHATLHOH TeATCTEHOCTH,

[lporpamma XapakTepPU3yeTCs IPAKTHYECKOH OPUEHTHPOBAHHOCTBE) OQYYCHHA, C
OMOPOH HAa HMCIOIIHHCA VYV CIyIMaTeneH TPYAOBOH OTBIT, BBICOKYIO OO
CaMOCTOATCTLHOH padOTHI, IPHKITAIHOH XapakTep COCPKAHHA 00pa30BaAHHA.

1.2. XapaxkTepucruxka nmoarotosku no Iporpamme

YuecOHBIN TIaH TTPOTPAMMBI COCTOMT M3 JBYX 0043aTCNBHBIX pa3fcnoB (MOYICH),
OCBAHBAEMbIX HEMPEPBLIBHO:

Monyab Nel «TexHosoruu 3a1UTBEI THPOPMAITHH B KOMTNBLIOTEPHBIX CETAX»}
Moayae Ne2 «Ayaut undopmauuoHHoil 0e30MACHOCTH H TeCTHPOBaHUe
3ALIHILEHHOCTH CeTH NPEANPHUSITHS (IPAKTHYECKUI TPEHHHT).

HopmatusHblil cpok ocBoeHWs mnporpammbl — 80 akagemuueckux uacos, 10
padouuMx [OHEH, BKIIOYas BCE BHAbl AyJMTOPHOM U BHEAYJUTOPHOH
(camocToATeTLHOM) YacOHOM padOTHI CTyTTaTens.
PeskuM 00yueHHs Mo KaxaoMy Moaynw 40 akaaeMHuecKkHX 4acoB B Hezemwo (5
padouuX aHei), B TOM UHChe:

40 ak.uacoB ayAMTOPHbIX 3aHATUH B HEAe/O (8 aK.4acOB B JACHB) - JIEKLHH,
CCMHHAPEI, MPAKTHICCKHC 3AHATHA,
®opma 0OyUECHHA — OYHASA, ¢ OTPLIBOM OT MPOH3BOCTBA.

1.3. TpeOboBaHNs K YPOBHIO IOATOTOBKH CAYIIATETH

[Toswnmenne kKBamMpHKaIFK Mo HacToATICH [IporpaMMe ocymiecTBIACTCS Ha Oase
BBICLLIETO H CPEAHETO MPOeCcCHOHATBHOTO 00PA30BaHHA.

K ocBoeHMO [JaHHOH [JONOJHHWTENbHOH mpodeccuoHanbHol  IIporpamaib
OOIYCKAKOTCA JIMUA HMEIIMIHME CpeaHee NpoecCUOHANBHOE W (MIIH) BBICLIEE
o0pasoBanme.



Hnst

YCIEWIHOTO OCBOCHHA npOFpaMMbl NOBbIWLICHHA KBﬁJ’lH(I)I/IKElLlHH

O00YHAKILHUNHCA NOJLKEH:!
1. 3HAaTh U IOHUMATS:

MECTO | poh HHPOPMAIHOHHON 0€30TacHOCTH B CHCTEMC HAITHOHATHHOH
oezonacHocTu Poccuiickoi Pepepanuu;

OCHOBHBIE HOPMATHBHBIC IIPABOBbIE AKThl B OONACTH HH(OPMALMOHHOKH
0€30IIACHOCTY U 3a1UHThl HHPOPMALKH;

TIPaBOBLIC OCHOBBLI OPTAHM3AIHH 3alUTEl HHPOpMaIIHH,

MPHHUMIBI U METOIbl OPTaHH3ALHOHHON 3alUHTbl HHPOPMALIMH;

2. YmMeTb:

V8]

aHATM3WPOBATh W OIICHUBATH VIPO3BT HHPOPMATMOHHOW 0C30TTaCHOCTH
00bEKTA;

MOJIb30BATLCA HOPMATHBHBIMH JOKYMEHTAMH NO 3alUHTe HHPOPMALIMH;
MCIIOJIb30BATh B  MNPAKTUYECKOH JCATENBHOCTH [PABOBBIE  3HAHUA;
aHATM3WPOBAThL OCHOBHEIC MPaBOBBIC AKTHI M OCYIICCTRIATH TIPABOBYIO
OTICHKY WH()OPMAITHH, HCITOTH3YEMOH B TTPO(ECCHOHATTFHON ST TCTEHOCTH,

Braaners:

HABEIKAMH PadOTBl ¢ HOPMATHBHBIMH TIPABOBBIMH aKTaMH B cdepe
KOHOMHYCCKOM W WH(OPMAITHOHHO 0€30TTaCHOCTH,

HABbIKAMH  KOMMBKOTEPHOH  00palOTKH  Cny:KeDHON  JOKYMEHTAUMH,
CTATHCTHYECKOH vHpopMauuu U geaoBod rpaduku, padorel ¢
UH(OPMALMOHHO-IOUCKOBBIMHU u HHOOPMALUMOHHO-CIIPABOYHBIMH
cUcTeMaMu H  0a3aM¥  JAHHBIX, HCMOTB3VEMEIMH  TPOGECCCHOHATRHOMH
AeATENBHOCTH;

HABbIKAMY OPraHU3ALMH U O0ECIIEYEHHS PEKUMA CEKPETHOCTH;

HABBIKAMU OOOCHOBaHMs, BbIOOPA, PEANU3ALMH H KOHTPO/IA PE3YJIbTATOB
YIIPaBICHYCCKOTO PCINCHHS,

1.4. TpeGoBanusa k pesyabTaTtam ocsoenus Ilporpammel

[TporpaMMa HaripaBicHa Ha COBCPIICHCTBOBAHHE W (MITM) OCBOCHWC CIICTYFOTITHX
npoecCHOHANBHBIX KOMITETEHLIMHA!

CMOCcOOHOCTh MOHUMAThL CYLIHOCTb M 3HauYeHHe WH(OpMALWK B PasBUTHH
COBPEMEHHOI'O OOIUECTBA, MPHMEHATb JOCTHKEHHA MH(OPMATHKH H
BBIUHCITMTENTEHON ~ TEXHWKH,  mepepadaTeiBaTe  OONBIIHE  QOBEMEI
wHGopMarH  TPOBOTHTL  TIEMEHAMPABICHHBIH  TTOWCK B Pa3THIHBIX
MCTOUHHKAX WHGOOPMALMH N0 NpodMe JeATeNbHOCTH, B TOM HHCIE B
r100anbHBIX KOMIBKOTEPHBIX cucTeMax (I1K-1);

CTIOCOOHOCTE HCTIONTH30BATHE HOPMATHBHBIC TIPABOBHIC JTOKYMCHTHI B CBOCH
npodeccronambHON AeaTempHoCTH (TTK-2);

cnocobHocTh  (popMHUpPOBATH  KOMIIEKC Mep No  MHPOPMALHOHHOM
0€30IaCHOCTY ¢ YYETOM  €r0  IpaBoBOM  ODOCHOBAHHOCTH,
AIMUHUCTPATUBHO-YIIPABICHYECKOH M TEXHUYECKOH PEAM3VEMOCTH H
IKOHOMHUECKOH 1ienecoodpasrocTH (ITK-3);
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CMNOCOOHOCTE OPTaHH30BBIBATE M NOJAEPIKMBATE BBIMOJHEHHE KOMILIEKCA
Mep no HWHQOPMAUMOHHOH O€30MACHOCTH, YIPAaBAATb TMPOLECCOM HX
peanu3auMy ¢ y4€TOM PELIAcMbIX 3a0a4 M OPraHM3aLHMOHHOH CTPYKTYPbI
OOBEKTA 3alUMThl, BHELIHWUX BO3ACHCTBUEH, BEPOATHBIX YIPO3 U YPOBHA
PaszBUTHA TEXHOJOTHI 3amuTel HHpopMarw (I1TK-4);

CMNOCOOHOCTE OPraHH30BaTh MPOBEJEHHE W COMPOBOKIATH ATTECTALHIO
OOBEKTA HA COOTBETCTBUE  TPEOOBAHUAM  IOCYJAPCTBEHHBIX WM
KOPIOPATHUBHBIX HOPMATHBHBIX A0KYyMeHTOB (11K-5);

CTIOCOOHOCTL OMPENENATh BUAB ¥ (GopMbI HHPOPMAIMH, TOBCPKECHHON
yrpo3aM, BUAbI H BO3MOKHbIE METOIBI M MYTH pPeanu3alHy Yrpo3 Ha OCHOBE
aHATIH3A CTPYKTYPBl W COAEpXaHua HMH(POPMALIMOHHBIX MPOLECCOB
OPEANPUATHSA, LUEJIEH W 3a1a4 AeATeNbHOCTH npeanpusatus (11K-6);
CTIOCOOHOCTh  TIPOBOJIMTH  aHAMM3  WHPOPMAIMOHHON  OE30TTacHOCTH
OOBEKTOB M CHCTEM C MCMOJB30BAHHEM OTEUYECTBEHHBIX H 3apYOelKHbIX
cranpapros (ITK-7);

cnocoOHOCTh  paspadaTbiBaTh NPEAJOKEHHA [0 COBEPLIEHCTBOBAHUIO
CHUCTCMBI YTIpaBncHHa WHpopMarmonHoH OezomacHocTh0 (TTK-8);
crocoOHOCTE  (hOpMHpOBATH KOMTIIEKC Mep  (TIpaBHMma, TIPOTICAYPHI,
MpakTHYeCKHE TMpHEMbl WM Np.) A8 ynpaelieHus HHPOPMALUMOHHOH
oe3onacHocThio (1IK-9);

CTIOCOOHOCTRI0  TIPHHWMATE  VYaCTHC B OPTaHU3aIlHH  KOHTPOJBHBIX
MPOBEPOK  padoTOCTIOCOOHOCTH W S(PPCKTHBHOCTH — TIPUMEHACMBIX
MPOrPaMMHO-AMNAPATHBIX, KPUNTOrpadHUecKUX M TEXHUUECKHX CpeIcTB
3amuthl uHGpopmanuu (11K-10);

CIOCOOHOCTh M3y4aTh H 0000IATh ONBIT PAdOTHI APYruX YUPe:KIEHHUI,
OpraHM3alyil H TIPSATIPHATHH B 00MacTH NOBBIMEHUA I(PPEKTHBHOCTH
3awu T UHpopmauuu (TTK-11);

CnOCOOHOCTh  y4acTBOBaTb B padoTax [0 PEATM3alMH  [OJMTHKH
ungopmaronHoi Oe3zonacHocTH (11K-12);

CTTOCOOHOCTL  TIPUMCHATL  KOMTIICKCHBIH  TOAXOM K OOCCTICUCHHIO
UH(OPMALIHOHHO# De30MacHOCTH B pasnuuHbIx cepax aestenbHocTH (TTK-
13);

CHOCOOHOCTh OPraHu30BaTh PadOTY MaAOro KOJUIEKTHBA HCHOJHUTENIEH ¢
yueToM Tpebosanmil 3amuTel wHpopMarmu ([TK-14);

CNOCOOHOCTE  OPraHU30BATH  TEXHONOTMYECKHH  MPOUECC  3ALUMTHI
MH(POPMALIHKW B COOTBETCTBHH C MNPABOBbIMM HOPMATHBHBIMH daKTAMH H
HOPMATHBHbBIMK METOAHYCCKHMH JOKYMCHTAMU q)eﬂ,epaﬂbHOl‘;I Cﬂy}i{6bl
oc3omacHocTH  Poccuiickoit  Denepariu, DepcpamsHod  cmykOod  To
TEXHHYCCKOMY U SKCTTOpTHOMY KoHTpomo ([TK-15).

B pesynbrare ocBoeHus llporpaMmebl ciymiare/b A0KEH NPHOOPECTH H (M)
VCOBCPIICHCTBOBATE  CACAVIONIHEC 3HAHHA W VMCHWA, HCOOXOMHUMBIC 718
KAUCCTBCHHOTO U3MCHCHHA KOMHGTGHHHﬁ:

BBIIBIEHHE TMOTEHUWABHBIX M  PeanbHbIX Yrpo3s HH)OpPMaLHOHHOH
0€30MACHOCTY; YMEHUE IIPOBOAUTh HX PAHKHPOBAHHE IO BEPOATHOCTH
pealM3auyu U BeNUinuHe yuiepoa,

OCYTICCTRIICHHC OpTaHU3aIHOHHO-TIPABOBOTO obecmeucis
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UH(POPMALIHOHHON 0E30NAaCHOCTH 00OBEKTA 3ALUMTHI,

OpraHuzauuss padoThl ManblX KOJJIEKTHBOB MCHOMHHTENEH € YYETOM
TpeboBaHUH 3a1UTHL UHPOPMALIK;

COBEPLICHCTBOBAHUE CUCTEMBL VIIPaBJIEHHUA UH(QOPMALHOHHON
0C30TTaCHOCTRIO;

U3yueHHe U 0000LEHHE OMbITa pabOThl APYTHX YUPEXKAEHHH, OpraHu3alHii
W OpeanpuATdd B obsactH  noBblueHHS  3(PQEKTHBHOCTH  3aILUTHL
undopmMaLnu;

KOHTPOITE  3(PpPEKTHBHOCTH pealmu3alMH  TIOMHTHKH  HH()OPMAIHOHHOH
0e30MacHOCTH 00beKTa.

y4acTHe B MPOBEJEHHUH aTTeCTALMH O0OBEKTOB, MOMELUEHHH, TEXHHYECKHX
CPEACTB, CUCTEM, NPOIPAMM U AJCOPHTMOB HA NPEAMET COOTBEICTBHA
TPeOOBANHAM 3ATITUTHI MH(OpPMATTHH;

3HaAHHE METOAOB W CPeACTB  BbIABIEHHA  Yrpo3  0e30MacHOCTH
ABTOMATH3UPOBAHHBIM CHCTEMAM;

3HAHUE METOAOB TEXHHYECKOM 3alUThl HHPOPMALIKY;

3HaHWEC METONMOB (popMHpOBaHHS TpeOOBAHWH IO 3aMUTE WHPOPMAITHH;
3HAHWC MCTO/IOB OPTAHW3AIMH M YNPABICHUS JCATCIEHOCTRIO CITYKO
3ALUMTH HHPOPMALIMM HA TTPEANPHATHH;

3HAHUE METOJAMK NPOBEPKH 3aLIMIIEHHOCTH 00BEKTOB HHpOpMATH3ALMH HA
COOTBCTCTBHE TPCOOBAHHAM HOPMATHBHBIX TOKYMCHTORB,

W3YVICHHE TCXHHYCCKMX KaMajgoB YTCYKH  HMH(POPMAIHH, BO3ZMOKHOCTCH
TEXHUUYECKHX PAa3BeIOK, CMNOCOOOB W CPeacTB 3alMThl MHPOPMALMH OT
YIEYKH M0 TEXHUYECKHM KAHAIAM, METOHOB H CPEIACTB KOHTPO/A
3 eKTHBHOCTH TEXHUYECKOH 3a1UMThI HH(OPMALIKH,

H3VICHUC TTPHHITHTIOR H METO/TOB MPOTHBOICHUCTBHA
HECAHKLIHOHHPOBAHHOMY HH(OPMALHOHHOMY BO3AEHCTBHUIO Ha
BbIYHC/IUTENbHbIE CUCTEMbL U CUCTEMBL IEPEAaYH HH(POPMALIKH,

W3YYEHHE [NPHHLUMIIOB OpraHu3aluH HHQOPMALMOHHBIX CHUCTEM B
COOTBETCTBHH ¢ TPEOOBAHHAMH 1O 3aTUTE HHPOPMATTHH.



2. COAEPKAHUE NNPOI'PAMMBI

2.1, YyeGHbIii m1an

Henn:

YyeGHbIH NJIAH
IPOTPAMMbl MOBBILIEHHA KBATH(DHUKALIHH
«Texnomorvu 3amMTLI MHPOPMATIHH OTPAHUYEHHOTO OCTYNA B
KOMINbHTEPHbIX CETAX»

WU3YYCHHE TEXHMYECKMX AacClEKTOB 3alllUThl KOH(PUICHIUANBHON HH(pOpMAaLUH,
obpabarbipaeMOl B KOMIBIOTEPHBLIX — CETAX  NPEANPHATHA, CPEACTB M CHCTEM
MENXCETEBOr0  JKPAHMPOBAHWsA, OPraHW3alUMK  BHUPTYalnbHBIX  YaCTHLIX  CETeH,
kpuntorpapuueckoil  3aluThl  MHGOPMaLUMH, OOHAPYKEHUS U MPeJoTBpallleHus
BTOPKEHHI B KOMMBHTEPHYH) CETh, 3alUThI OT BHPYCOB, 3aLUThI
OT HECAHKIIHOHHPOBAHHOIO IOCTYIA, aHAIH3a 3aIIHIICHHOCTH KOMIBIOTEPHOH CETH
NPEANPHUATH H KOHTPOIA MOIUTHK OS30MaCHOCTH.

Kareropus caywareneii: pyKoBOAMTENH NPENNnpUsATHii W Opranv3aumii pasindHoix Gopm

cODCTBEHHOCTH, PYKOBOAMTEIH, HAYANbHHKH OTAENOB M CrHEUHANncThl Ciayxd
fesonacHocTH  (MHPOpPMaLMOHHON DE30MacHOCTH), PYKOBOAMTENH W COTPYAHHUKH
OTNENOR ARTOMATH3ALIMH, BHIYHCAWTENBHBIX LEHTPOB, HHGOPMAIMOHHO-TEXHHYECKHX
OTHECNOB, PYKOBOOUTENIH H COTPYAHHKH CHCLHANU3HPOBAHHBIX MOAPA3ACICHHH IO
3alUTe  KOHHICHIMaNpHOH HH(OPMAINM, agMUHHCTPAaTOphl  Oe30macHOCTH
KOMIBLIOTEPHBIX CETEH.

Cpox ocBoenus: 80 yacos, 10 yueOHbIX 1Hed
PexkHM 3aHATHI: 8 4acOB B 1eHb

n/n

KoMuecTBO 4acoB Ha KYPC MOATOTOBKH

B TOM YHCJIE!

HanmeHoBaHHe YUe0HBIX TeM IMpakTHuec
KHe

JAHATHHA

Bcero Jlekuumn,
CEMHHAPBI

®opmbl
KOHTPOJIA

Moayas Nel «TexHosorum
3alIUThLI HH(pOpMaLIHH B
KOMINBITEPHLIX CETHAX»

Poab 1 MecTO cOBpeMeHHBIX
CPeacTB H CHCTEM 3ALHTHI
nHpopManHu 2 2
B KOMObLHTEPHbIX CETAX
npeInpHATHS

Tunossie yrpo3nl H€30MacHOCTH
HH(pOPMAIIHH OTPAHHYEHHOT O
AOCTYNA B KOMIbIOTEPHBIX
CeTsiX MpearnpHsiTHH |
BEPOSITHLIE CHEHAPHH HX
peaTH3aAUHN

Cucrembl Oprauu3auny
BHPTYAJbHbIX YACTHBIX CCTEH. 4 4




CHCTeMBI MEKCETEBOr0
IKPAHUPOBAHUSA

th

Cucremb! kpunrorpadguyueckoi
3amuTel HHPOpMALIHH

B KOMNLKTEPHOH CeTH
npeAnpUATHS

Oco0eHHOCTH 3aINThI
0ecnpoOBOHBIX KOMNBHTEPHBIX
cereit

Cucrembl 00HAPYKEHHS

W NpejoTBpALIEHHS BTODKeHHI
B KOMNbLHTEPHYIO CeTh
npeAnpUATHS

CucTeMBbl 3aMUTHI
KOMMNbLIOTEPHOH CETH
NpedNpHATHS 0T BHPYCOB

CucTeMbI 3aITUTHI
KOMIBIOTEPHOII CeTH
npeanpHATHA

0T HECAHKUHOHHPOBAHHOIO
AOCTYIA

10

CHcreMbl AHAIH3A
3AMHIICHHOCTH KOMNBITEPHOMH
CETH MPEINPHATHA H KOHTPOIA
MOJHTHK 0€30IMACHOCTH

Moayaes Ne2 «Ayaur
HHPOPMALHOHHOH
0e30MACHOCTH U TeCTHPOBAHHE
3AHIIEHHOCTH CeTH
npeanpuaTHs» (IPaAKTHYECKHH
TPEHHHT)

40

40

Hrorosas atrecTanusa

Jauer
0e3 OLIEHKH

Hroro

40

24

10




2.2, Coaepskanue llporpaMmmbl

Yuebnas nporpaMmma
[OBBILICHUS KBaTU(HKaAUMU
«TexHo10rnu 32U Thl HHPOPMALMH OIPAHHYCHHOI0 A0CTYNA B
KOMIILHTEPHBIX CETSIX»

Moayab Nel «TexHOIOrHH 3ALIHTHI HH(OPMAIIHH B KOMIBITEPHBIX CeTAX»

Tema 1. Pomb M MECTO COBPEMEHHBIX CPEACTE M CHCTEM 3aIMHTBI HMHAOPMALHH

B KOMIBIOTCPHBIX CETSAX MPEANPUATHA.
Tema 2. Tunosple vrpossl Hezonacnocrd  padopManmMi  OrPaHMYEHHOTO JAOCTYIIA B

KOMMBIOTEPHBIX CeTAX MPEeANPUATUIH W BEpOSTHLIE CLHEHAPHH X PeaNN3aLHy.
Tema 3. CucTembl OpPraHy3aly BUPTYAJbHbIX HACTHbIX CeTell,

OcHOBHBIE ~ TEPMHHBI U OMpeaeNneHHs,  MpPUHUMN  7aelicTBuA,  TpeDORaHUs
U PeKOMCHIALMY, THIIOBBIC IPHMEpPHI, CXEMbl, KOH(MUIYPAIL[MH HCIIONB3OBAHMIS, MIPHMEpEHI
U3 [IPaKTHKM,  IOMY/UIPHBIE  TIPOH3BOAMTENHM  pEHICHHH  HA POCCHIICKOM  PBIHKC

(OpHEHTHPOBOYHBIE LEHbl, JOCTOMHCTBA W HEAOCTATKH, CPABHUTEIbHAS XAaPaKTEPHUCTHKA).
TexXHOJIOTHH W CPeacTBa NOCTPOEHUS BUPTYANILHBIX HACTHLIX CETEH.
Tema 4. CHCTEMb! MEKCETEBOTO IKPAHUPOBAHMS,

OCHOBRHbIE  TEpMHMHBI M OMNpeAeneHHs,  mpuHUMN  naeficTeua,  TpedoraHuA
W PCKOMCHAAIMH, THUIOBBIE MPUMEPHI, CXEMEI, KOH(UTYpalud HCIONB3OBAHUS, MPHMCPEI
U3 PAKTHKH,  IONYJAPHBIE — MNPOU3BOAMTEIH  PEIICHHH  Ha POCCHICKOM  PBIHKE

(OpHEHTHPOBOUHDIE LEHbBl, JOCTOMHCTBA U HEAOCTATKH, CPABHHTEINILHAS XAPAKTEPHCTHKA).
Tema 5. Cucremp!l kpuntorpaduueckoll 3awnTel MHPOPMALMH B KOMIOBIOTEPHOH CETH

NPEANMPUATHSA

OcHOBHBIE ~ TEPMHHBI U OMpeaeNneHHs,  MpPUHUMN  7aelicTBuA,  TpeDORaHUs
U PeKOMCHIALMY, THIIOBBIC IPHMEpPHI, CXEMbl, KOH(MUIYPAIL[MH HCIIONB3OBAHMIS, MIPHMEpEHI
U3 [IPaKTHKM,  IOMy/UIpHBIE  TIPOH3BOAMTENM  pEHICHHH  HA POCCHIICKOM  PBIHKC

(OpMeHTHPOBOYHBIE LEeHbl, AOCTOMHCTBA W HEAOCTATKH, CPABHUTEIbHAS XAPAKTEPUCTHKA).
Texnosorun  kpunrorpadguueckoi  3awuTbl  UHQOPMALKMKH B KOMIBLIOTEPHBIX — CETHX
npeanpusaTHs IekTpoHHas 1udpoBas MNOANUCL Y IOCTOBEPSIONIMI [IEHTP Kak OCHOBA
MHPPACTPYKTYPbl OTKPHITLIX KIHOueii

Tema 6. OcobeHHOCTH 3alIHUTh] OeCMPOBOIHLIX KOMILIOTEPHBIX ceTel

OcHOBHBIC  TePMHUHBI U ONpPEIEJCHHUS,  MpUHOUD  #AeHcTeus,  TpeOoBaHMA
M PEKOMEHIALMH, THIIOBbIE NMPUMEPbI, CXeMbl, KOH(PHUIYPALMH HCIIONL30OBAHUS, TPHMEPbI
M3 [IPAKTUKKH,  MONYJAPHBLIE  NPOM3BOIMTENM  PELWIEHHMH  HA POCCHICKOM  pbIHKE

(OPMEHTHPOBOYHbIE LEHb!, AOCTOMHCTBA M HEAOCTATKM, CPABHUTE/NbHAA XaPaKTEpPUCTHKA).
TexHonorua KOHTpoOs 3auieHHOCTH, KOHTponb KOMMYHHKaLMit HA ocHOBe DLP-cucTem
Tema 7. Cucremb! oOHapy KEHHS 1 OPEIOTBPALICHN BTOP/KEHHUIT B KOMIIBIOTEPHYEO CETh

IPEANPUATHS

OcHOBHBIE ~ TEPMWHbLI M ONpeldeNeHHus,  NPHHUMN  aelcTeus,  TpeboBaHus
M PEKOMEHIALMH, THIIOBbIE NMPUMEPbI, CXeMbl, KOH(PHUIYPALMH HCIIONL30OBAHUS, TPHMEPbI
M3 [IPAKTUKKH,  MONYJAPHBLIE  NPOM3BOIMTENM  PELWIEHHMH  HA POCCHICKOM  pbIHKE

(OPHEHTHPOBOUHKIE LEHb], JOCTOMHCTBA M HEAOCTATKH, CPaBHUTEbHAd XapakTepUCTHKA).
bazoBbie cBEMEHUA O NMPOTOKONAX 0OMEHA NaHHBIMU B KOMTMBLIOTEPHBIX CETAX MPEANPUSATHSA,
Ananmus ceteBoro Tpaduka TexHomorus o0HAPYKCHUSA CETCBBIX BTOpP:KeHUH. POpMHPOBAHHE
H TCCTHPOBAHNIE TIPABIUT O0HAPYKCHHS aTaK.

Tema 8. CHCTeMbl 32UWHTH KOMIILITEPHON CETH NPEAIPHATHS OT BUPYCOB
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OcHOBHBIC  TePMHUHBI U ONpPEIEJCHHUS,  MpUHOUD  #AeHcTeus,  TpeOoBaHMA
M PEKOMEHIALMH, THIIOBbIE NMPUMEPbI, CXeMbl, KOH(PHUIYPALMH HCIIONL30OBAHUS, TPHMEPbI
M3 MPAaKTHKH,  MOMYyJApPHbIe  MPOM3BOAMTENM  PELIEHHIl  Ha POCCHIICKOM  pbIHKE
(OPHEHTHPOBOUHBIE LEHb], JOCTOMHCTBA M HEAOCTATKH, CPaBHUTEbHAdA XapakTepUCTHKA).
TexHOMOrUM aHTHUBUPYCHON 3amuThl. llpoakTHBHBIE METOOBI OOHAPYIKCHMA BPCIOHOCHOID
koza. CpaBHHTENBHBIH aHATH3 3()EKTHBHOCTH MEXAHH3MOB AHTHBHPYCHOH 3aIIHTEL

Tema 9, Cucremeol 3ALNUTLI KOMILIOTEPHOH CeTH IPENPHUATHS
OT HECAHKLMOHUPOBAHHONO J0CTYNA
OcHOBHBIE ~ TEPMHHBI U OMpeaeNneHHs,  MpPUHUMN  7aelicTBuA,  TpeDORaHUs

M PEKOMEHMALIHH, THMOBbIE MPUMEPbI, CXEMbl, KOHQUIypallud HCNOML30BAHUS, TPUMEPSI
U3 IIPAKTHKH,  TONYJIPHBIC — IIPOM3BOOWTENM  pEIICHHI  Ha pOCCHIICKOM  pBIHKE
(opHeHTHPOBOYHBIE LICHBI, IOCTOMHCTBA I HEIOCTATKIL, CPaBHUTCIBHAS XapaKTCPHCTHKA).

Tema 10. Cucrembl anainza  3aWMLIEHHOCTH KOMIBIOTEPHONH CETH NPEANPUSATHS
M _KOHTPOJIS TIONIMTHK 0e30NacHOCTH

OcHOBHBIE ~ TEPMHHBI U OMpefeNeHHs,  MPUHUMMN  7AeiicTBuA,  TpeDORaHUs

M PEKOMEHMALIHH, THMOBbIE MPUMEPbI, CXEMbl, KOHQUIypallud HCNOML30BAHUS, TPUMEPSI
U3 IIPAKTHKH,  TONYJAPHBIC — IIPOM3BOOUTCIM  pEIICHHI — Ha pOCCHIICKOM  pBIHKE
(opueHTHpPOBOUYHBIE IICHBI, AOCTOHMHCTBA H HEOOCTaTKM, CPaBHUTEIbHAs XapaKTCPHCTHKA).
TexHOJOrHM KOHTPOAS LEeJIOCTHOCTH W perucrpauun coborruii  OezonacHocTi. Axanus
napamerpos OezonacHocTH. CKaHHPOBAHHE YSI3BUMOCTEH.

Moayab Ne2 «Ayaut HH(pOpMALHOHHOH §€30IMACHOCTH H TECTHPOBAHHE
3AWUIIEHHOCTH CeTH NPEeANPHSTHD (IPAKTHYECKHIT TPEHHHT)

Tema 1. QopMHUPOBAHNE 3aNHIMCHHON MHGPACTPVKTYPEl M HACTPOHKA MONUTHKH
0€30MaCHOCTH.

@OopMUpPOBAHKME  3ALIUILEHHOH  WHQPACTPYKTYpPbl M HACTPOHKA  HOJIUTHKH
Oc3omacHOCTH.  PaspaboTka Tmmama  (crieHapws)  avauTa  HHPOPMAIHOHHOHN
0€30TTaCHOCTH CETH TIPEANPHATHA BuIOOp METOMWKHM M MHCTPYMEHTANBHBIX CPE/ICTB
NPOBEAEHUA AYAUTA H TECTUPOBAHHSA 3ALIUILEHHOCTH.

Tema 2. Opranuszauus H OPOBEAEHUE BHYIPEHHELO ayauTa HHPOPMALMOHHOH
0E30ACHOCTH.,

Opranmsamvs W MPOBEJCHHC  BHYTPCHHETO aymuta  WHOPMAITHOHHOM
oezonacHoctu. CopaepxaHve padoT MpH NPOBeAeHWM BHyTpeHHero ayauta Hb.
ObcnenoBanue U T-undpacTpykTyphl NpeaAnpUATHA.

Tema 3. AHanu3 yA3BUMOCTEH CETH C UCTIIOIb30BAHHEM CKAHEPOB 0€30NaCHOCTH.

TecTHpoBan#e 3ATMHITICHHOCTH KOMTILIO TCPTIOH CCTH TIPS ATPHATHSA
C UCMOJIb30BAHHEM TECTOB Ha NpoHUKHOBeHue. [IpodunupoaHHe u TecTHpoBaHHE
MEJKCETEBbIX IKPAHOB U 3alUMTBI MEPUMETPA, METOAMKH YKIOHeHHs. TecTupoBaHue
0e30IaCHOCTH  OECHPOBOAHBIX COEAMHEHWH. TeCcTHpOBaHME 3aLUMTBL  CETEBBIX
MPHIOKCHUH. TeCcTHPOBAaHHE 3aIMUINCHHOCTH DJICKTPOHHOH TouThL. [Ipomeaypsr
TecTHpoBaHuss Web-caiiToB. TecTUpoBaHHE 3aLUMIIEHHOCTH HA OCHOBE CMOCOOOB
COUHANBHON HHKeHepHH. MpeHTU(HKALMA CKPBITBIX KAHAIOB YTeukd MHpopMauuu
M3 KOMIIbIOTEPHOM CETH

Tema 4. DopMHPOBAHHC KOPPCKTHPVIOMHAX  MCP  HA OCHOBE  PC3VIILTATOB
TCCTHROBAHHWA 3AINTHMINCHHOCTH CCTH MTPCATTPHATHA,

Tema 5. QuUeHKa pe3yNbTATOB ayAHTA W pa3padOTKA pEKOMEHAALHH.
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3. YCJIOBHS PEAJIM3ALIUMA IN1POT'PAMMBbI

OOyueHue npoBoaMTCis HA yueOHO-MeToauueckod Oasze HerocynapcTBeHHOro
O0pa30BATENBHOIO  YUPEKAEHHA  AONOMHUTEIBHOIO  IPO(EeCCHOHANBHOIO
obpaszosanns «l[eHTp TTPEATPHHUMATEITECKHX PHCKOBY.

K npenopasanmio  yueOnoll lIporpaMmbl  IpPHUBAEKAKOTCH  NPENOAABATEINH,
uMmeroye 00/bIIOH ONBIT EAArOTHYESCKON AeATebHOCTH (Oonee 5 jer) B chepe
YKOHOMHUCCKOH OC30TTACHOCTH M TIPAKTHYCCKHH OTIHIT pabOTHI TI0 ITOHM TEMAaTHKE,

B npouecce 0O0yueHHs NPUMEHSOTCS COBPEMEHHbIE TEXHHUYECKHE CpeacTBa
O0y4YeHHA MW METOAMYECKUE 10COOMsA, pa3palOTAHHBIE II0 TEMaM Y4eOHOH
ITporpaMMer.

3.1. Tpebosanuss K MUHHMAJILHOMY MAaTePHATLHO-TEXHHIECKOMY
odecneueHHUK)

Peammzammg TIporpaMMBl THCTTHTITHHBI TPEOYET HATWUHMS YUIcOHOTO KaOMHETA ¢
HEOOXOAHMBIMH TEXHHYECKHMH CPEICTBAMU 00YUEHHUS.

Obopyaosanre yuedHoro kabuHera:
- padoumMe MecTa IO KOITHUYECTBY 00yUaoImuXcs (CTOM, CTYIT, HEOOXOTHMBIC
47151 padOTHl B AYAHTOPHH KAHUENAPCKHE MPHHALNEKHOCTH);
- padouee MecTO Ipenoaasatens (CTO, CTy/l, HEOOXOAUMbIE A1 PadOThl B
AyJUTOPHH KAHLUEIAPCKUE NPUHAJIEKHOCTH );
- JIOCKa JUTA 3aTrmucell ¢ IpUHAIIICKHOCTIMH (MAPKEPET A MHCEMa, YKA3Ka).

Texnndeckne cpencrea o6yveHus:
- IEPCOHA/IbHBIA KOMIBIOTEP Ipenoaasate/is ¢ nepudepuiHpIMH
YCTPOMCTBAMY W TOCTYTIOM K ¢ceTH [THTepHeT;
- MYIbTHMEAHA-ITPOEKTOP C IKPAHOM;
- MEPCOHAbHBIE KOMNBKOTEPH (HOYTOYKH) MO KOJHYECTBY 00YHAIOLLHXCA ©
HOCTYIIOM K CCTH I/IHTepHeT.

Kaxkablit oOyuarwowuiics odecneunBaeTcs pa3gaTouHbIM MaTEPUanoM M KOMIAKT-
AMCKOM € 3aMUCBI yueOHO-MeToanYecKUX MatepHanos [Tporpammsl (MpeseHTauHH
HPEIOJABATENEH, KOHCIIEKTBI, HOPMAaTHBHO-IIPABOBBIE AKTHL,
00pa3IEIPACCMATPHBACMEIX  HAa  3AHATHAX  JOKYMCHTOB, TPHMEPHI  PCTIICHHS
MPaKTHYECKHX 34714, CTATLH H IPYTHE MAaTEPHANEI TI0 TemaM [IporpaMmer).
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3.2, Un(popmaumoHHOE o0ecieueHHe 00y YCHMS

IlepeyeHb peKoMeHaYEMOM HTepaTyphl, HHTEpHET-pECYPCOB

3aKONbL U NOPMAMUBIILIC AKIbL

Denepampuenit 3akoH ot 27.07.2006 N 149-®@3  «O0 wunHpopmarmm,
HH(OPMALIMOHHBIX TEXHOJOTHAX M O 3awute WHpopMmauuw» (aelcTByrowwas
peaaxkums)

«[JoktpuHa wuHpopMaunoHHoH OeszonacHocTH Poccuiickoit ®epepaumu» (YTB.
lpesuaentom PO 09.09.2000 N 1lp-1895) (meiicTByromas peaakius)

Pegepanvubli  3akoH ot 28.12.2010 N 390-®03 (pea. or 05.10.2015)
«QO Oe3onacHOCTHY (ACHCTBYIOLIASA PEAAKLIHA )

3akoH P® «O rocynapctBeHHOM TaiiHe» oT 21.07.1993r. Ne5485-1 (aeiicTByroas
pemaKim)

OenepaibHblid 3ak0H «O KOMMepuecKoH TaiHe» oT 29 mioasa 2004 r. N 98-03
(TEHCTBYIOTIAA PEAAKITHA)
Deaepanneii 3akoH «O MepcOHATEHEIX JaHABX» oT 27 mong 2006 . N 152-D3
(TEHCTBYIOTIAA PEAAKITHA)

Deaepamneii 3akoH «O0 >TekTpoHHOH ToamHcH» oT 6 anmpems 2011 . N 63-D3
(meHCTBYIOILAS peJaKUH)

[Tpukaz ®CTOK Poccun ot 18.02.2013 N 21 «O0 yreep:kaeHun CoctaBa M
COAEPIKAHHS  OPTaHU3aLMOHHBIX M TEXHHYECKHX Mep Mno 0OecrneueHuro
0€30NaCHOCTH MEPCOHANBHBIX JAHHBIX IIPH WX 00padoTke B MH(OPMALMOHHBIX
CHCTEMaX TMEPCOHANTBHBEIX MaHHBIX» (3apeructpupopano B Munrocte Poccrm
14.05.2013 N 28375) (nercTBYIOTIAA PCIAKITHA)

Yuebnaa rumepamypa

fpouknn B.M UnpopMaunonHas Oe3onacHocTh: YUeOHHUK AN CTYIEHTOB BY30B.
2-e u3a. — M.: Akagemuueckmii [Ipoekr; Nayaeamyc, 2004.

B.A. Cesepun "KomnnekcHas sawmnta nHdopmauuy Ha npeanpustuun” 2008r.

anerun B.®. "3amura vHbOpMauMH B KOMIBIOTEPHBIX CHCTeMax M ceTax”
2012r.

Kounees I1.P., benses A.B UudopmaunonHas desonacHocTs npeanpusatia. — CI10.:
bXB-Iletepdypr, 2003,

Kopuees M.K., Crenanos E.A. 3ammra undopmauuu B oduce: yued. — M.:
IIpocnext, 2008.

Jlunatukos B.A., Crapoaybues HO.M. 3awwmra undopmauuu. — CII6.: BYC,
2001,
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Manrok  A.A.  UWHdopmaumonHas  0e30MacHOCTb.  KOHLENTyalbHblE M
METOI0IOrHYECKHE OCHOBBI 3allMThI HHpOpMALKH. Yueld. nocodue ans BY30B. —
M.: l'opsauas nunua - Tenexom, 2004

A.E. Haebinos P.B. Makcumos O.K. CaBuuknii TexHHUeCcKHE CpeacTBa H METOILI
3alMThl UHOOPMALMM OT YIE€YKM M0 TEXHHYECKMM KaHajlaM Ha 00bekTax
unpopmaruzamyu, C-I116 2012,

M.A.bopucos, O.A Pomanos OcCHOBBI  OpPraHM3OBAHHO-TIPABOBOH  3ATIIHTHI
uapopmarmn. Mocksa URSS kmmxwsni qom "JIMBPOKOM” 2012
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Pexomenoosannvie Humepnem-pecypcot:

http://www.consultant.ro/Cnipasounas nmpasosad cucrema «Konrcymsrant [Tmoc»

http://www.garant.ru/CripaBounas npasosas cuctema «[ apanm»

http://www.s-director.ru/ Kyprnam/lupexrop o 0€30MacHOCTH
CTICIHATTU3HPOBANHOE CKEMECAYHOEC M3/JIaHUC, OPHCHTHPOBAHHOEC HA OCBCIICHHE
MOMHOIO KOMILIEKCA MPOONEM KOPIOPATHBHOM O€30MaCHOCTH: 3KOHOMHYECKOH,
(u3UIECKOM, TEXHHYECKOH, HH(DOPMALIMOHHOM, KaAPOBOM, IOPHIHYECKOM H T.IL., a
TAKKE HX B3aHMHOI'O B/IMAHMA

http://bezopasnost-chel.ru/  Bceepoccuiickuii  cnenManM3UPOBAHHBIN  KypPHAI
«be3omacHOCTE» OTpPAacIeBOE H3/TAHUE HAa PRIHKE CHCTEM Oe30macHOCTH B Poccnn u
bmxaem 3apy0exne

http://www.algoritm.org/XKypuan «Anroput™ 0€30TMacHOCTH»— WH(DOPMATTMOHHO-
AHATTUTHYECKOE HW3JdaHHe, OCBELIAKLIEe BOMPOCHl TEXHHYECKOro OOeCreveHHs
0e301acHOCTH OOBEKTOB

http://www.tzmagazine .t/ XKypHan « TeXHOIOTHs 3aLIUTBD) - OTPACIECBOE H3JAHHE
PbIHKA TEXHUYECKHX CHCTEM Oe30IacHOCTH. BCE O KOMIUIEKCHBIX CHCTEMAXx
oezomacHoctu CKVYJ[ OIICCC TV cuHcTeMax NOXKAPOTYMICHHS U O JIPYTHX
cermenTax peiaka TCh

http://ru-bezh.n/RUBEX wHpopMamHOHHO-aHATHTHYCCKHH  SKYPHAT TO  TEME
0€e30MacHOCTH

http://www.mirbez.ru/ CrienHanu3upoBaHHbIN KypHaN mo Oe3omacHocTH «Mup H
0€30MacHOCTEY

http://www plusworld.ru/ MuopmauuonHo-aHanutudeckui xypHan [IJIAC

http://www.id-mb.ru/ AHanuTHYeCKHI MeauanopTan « Mup 0e30MacHOCTH

http://tek.securitymedia.ru/  OTpacneBod  CTHCIMAM3UPOBAHHBIN  KypHAI
«bezonacHocTe 00BekTOB TOK»
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4. OUEHKA KAYECTBA OCBOEHUS IIPOI'PAMMBbI

[lo oxonuanuu oOy4denus no lIporpamMme NpPOBOAMTCA UTOrOBas ATTECTALMA B
thopme 3auéra 0€3 OLECHKMU.

IlpuMepHbIe BOpochl ISl NOATOTOBKH K 3a4¢TY

1. Pojb H MECTO COBPEMEHHbBIX CPEACTB U CHCTEM 3aIUMTHI HH(POPMALIUH
B KOMTTBIOTCPHEIX CCTAX MPCATIPUATHA.

2. Tunosble yrposbl 6€30MacHOCTH HHPOPMALMH OTPAHHYEHHOTO 10CTYNA B

KOMIBIOTEPHBIX CETAX MPEANPHUATHH H BEPOATHBIE CLUEHAPHH HX

peanr3anum.

TeXHOTOTHH U CPEICTBA MOCTPOCHUA BUPTYATBHEIX YaCTHEIX CCTCH,

MPUHUUN AeHCTBUS, TPEOOBAHHA H PEKOMEHAALMNH.

4. CucTeMbl MEXKCETEBOrO 3KpPaHHPOBaHHA. OCHOBHBIE TEPMHHbI
H ONpPCAC/ICHHA, TUIIOBLIC [IPHMEPDBL, CXCMbI, KOHq)HF Ypaunu
HCTTOTL30BAHHAA

5. TexHomoruu kpumnrorpagpuueckoi 3amHUTE HHPOPMAIHMHA B KOMIIBIOTEPHEIX
CETAX NPEATIPHATHS

6. DneKkTpoHHas LM(poBas noANUCH Y TOCTOBEPSAIOLINI LEHTP KAK OCHOBA
WHPPACTPYKTYPHI OTKPBITEIX KITIOUEH.

7. OcOOEHHOCTH 3aMMHATHI OCCTTPOBOTHEIX KOMIBIOTCPHEBIX CETCH.

8. TexHONOrus KOHTPONA 3allHIIEHHOCTH. KOHTPOIb KOMMYHHKALMI HA
ocHose DLP-cucrem

9. Cuctempl 00OHAPY:KEHUA W IIPEIOTBPALUCHUS BTOPKEHUH B KOMIIBIOTEPHYIO
ceTh peanpuaTyd. [lomyIapHbIc TTPOU3BOINTE M PEIICHHH HA POCCHICKOM
PbIHKE

10. ba3oBble cBEJEHHA O MPOTOKOIAX OOMEHA JAHHBIMH B KOMIIBIOTEPHBIX
CeTAX IPEAIPUATHS.

11. Ananu3 ceTeporo Tpaduka TexHOMOTHA 0OHAPYKEHHA CETCBBIX BTOPIKCHHI.

12. MopMupoBaHHe U TECTHPOBAHHE NPABWI OOHAPYIKEHHS ATaK.

13. TexHONOrUK aHTUBHPYCHOH 3alMThL. [IpOaKTHBHBIE MeTOABI OOHAPYIKEHNS
BPEAOHOCHOIO KOJA.

14, CpaBHHTETRHBIH aHaTH3 P (PEKTHBHOCTH MEXAaHH3MOB AHTHBHPYCHOMH
3aLUMTHI.

15. TeXHONOrKK 3alMUThHI OT HECAHKLIHOHHPOBAHHOTO JOCTYMNA K HH(OpMALMH B
KOMIIBKOTCPHBIX CCTAX IPCAIIPHATHA.

16. CHCTEMET 3aIMUTEI 0T HECAHKIIMOHUPOBAHHOTO IOCTYIA, THIIORLIE PEIICHHA
H 0COOCHHOCTH TIPHMCHCHHS

17. TeXHONOrHH KOHTPOS UENOCTHOCTH W PErHcTpaumy coObITHH
0€30MaCHOCTU. AHANM3 NAPAMETPOB OE30IIACHOCTH.

18. CucTeMBI aHAITM3a 3AIMUTIICHHOCTH KOMITBIOTEPHOH CCTH MPEANPHATHA
W KOHTPOJIA TIOHTHK Oe30macHOoCTH, OCHOBHEIC TEPMHHEI H OTIPE/ICITICHHAA,
NPUHUHKN AEUCTBHS.

19. ®opmMupoBaHKE 3AIUMILIEHHON HH(PACTPYKTYPbL H HACTPOHKA ITOJIMTUKU
0€30I1ACHOCTU.

()
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20. OcHOBHbIE METOAHKH H HHCTPYMEHTANbHbIE CPEACTB NPOBEACHUA ayIUTA
M TECTHPOBAHHA 3aLUHIUEHHOCTH.

21. Opranu3aunus H NPOBEASHUE BHYTPEHHETO ay1dTa HHPOPMALMOHHOK
oe3onacHocTu. Coaep:xanue padOT IIPH IPOBEICHUH BHYTPEHHETO ay/IHTa
Ub.

22. OcHoBHble MeToAHMKH obDcnenoBaHus UT-uHpacTpyKTypsl npeanpuaTHs.
HaenTruduKanus CKPITHIX KAHATOB YTEUKH HHPOpMaLUH
M3 KOMIIbIOTEPHOM CETH

23. TecTHpOBAHHE 3AIMMUIICHHOCTH KOMTBIOTCPHOMW CETH TIPS ATMPHATHS
¢ MCMONIb30BAHHEM TECTOB HA MPOHHKHOBEHHE.

24 TlpodmnupoBaHHe U TECTUPOBAHHE MENKCETEBBIX IKPAHOB H 3aLUMThI
HEPUMETPA, METOJUKH YKIOHEHH.

25. TecTHpoBaHHWE OC30TTACHOCTH OCCTIPOBOTHBIX COCTHHCHUH.

26. TecTupoBaHHe 3alLHUTHI CETEBLIX MPHIOIKEHHH.

27. TecTHPOBaHHE 3aLIMLIEHHOCTH 3JEKTPOHHOH MOYTHI.

28. [lpoueaypsl TecTupoBanus Web-caiTos.

29. TecTHpoOBaHHE 3AMMHUIICHHOCTH Ha OCHOBE CTTOCO00B COTHATTLHOM
WHKCHEPHH.

30. CogeprkaHue KOPPEKTHUPYIOLHX MeP Ha OCHOBE PE3YbTATOB TECTHPOBAHHS
3aLUIIEHHOCTH CETH HPEANPUATUA.
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YUEBHAA TTPOTPAMMA
«TexHomorvu 3ammTLI MHPOPMATIHH OTPAHUYEHHOTO J0CTYNA B
KOMMbHTEPHbIX CETAX»

© HerocymapcTseHHOE 00pa3oBaTeNlbHOE YUPEKIEHHS

AOIOJHHUTE/ILHOrO NpodecCcuoHaIbHOrO 00pa3oBaHus
«LlenTp npeanprHHUMATEIBCKHX PHCKOBY
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